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DCI Oliver Little — Head of IFED
Nick Benham — Head of Customer Services, IFB
Marc Yeates — Investigations Manager, |IFB
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« £1.32 billion = detected fraud — 3% increase on 2013

« 130,000 = fraudulent claims detected (350 every day) — 9% increase on 2013
« £835 million = motor fraud detected

« X2 =value of fraud detected 2007-2013

« £2.1 billion = undetected general insurance fraud (estimated)

Source: ABI fraud statistics 2014.
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Motor fraud

« £336 million = estimated value of organised motor insurance fraud
« 1in 10 = personal injury claims link to suspected ‘crash for cash’ fraud

« 1in 12 = people would consider taking part in ‘crash for cash’ for financial

gain (Source: Ipsos Mori, 2012)
« 1in 5 = people would buy fake car insurance (Source: Linstock, 2013)

* 1in 4 =some omission/inaccurate information to reduce rates is OK

(Source: LexisNexis, 2013)

* 84% = motorists concerned about premiums rising to cover costs of fraud
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Response

4 Enforcement

L Information Sharing

Developing Strategy W4, CITY. LONDON
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Insurance Fraud Bureau

Nick Benham — Head of Customer Services, IFB
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About the IFB

IFB formed in 2006 — as a central industry hub to share insurance fraud data
and intelligence
Mission — to lead industry’s collective fight against organised fraud

£1.7 million — average value of organised fraud ring investigated by IFB

Not-for-profit company, operated by a Supervisory Board of senior

iInsurance industry executives

47 customers — 38 insurers, 3 brokers and 6 self-insured organisations
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http://www.lv.com/
http://www.lv.com/
http://www.qbeeurope.com/index.htm
http://www.qbeeurope.com/index.htm
http://www.translink.co.uk/
http://www.translink.co.uk/
http://www.quinn-direct.co.uk/
http://www.quinn-direct.co.uk/
http://www.google.co.uk/imgres?imgurl=http://www.aldltd.co.uk/dynamicdata/data/First%2520Logo%2520(High%2520Res).jpg&imgrefurl=http://www.aldltd.co.uk/case1.asp&h=787&w=1705&sz=72&tbnid=vBlPY3K95YxlSM:&tbnh=69&tbnw=150&prev=/images%3Fq%3DFirst%2BGroup%2Blogo&zoom=1&q=First+Group+logo&hl=en&usg=__U_ChjdMy-s0ve40eQ1UIyi4a5pM=&sa=X&ei=x6PjTILuFZSC4Qb7lpWFBQ&ved=0CAgQ9QEwAA
http://www.google.co.uk/imgres?imgurl=http://www.aldltd.co.uk/dynamicdata/data/First%2520Logo%2520(High%2520Res).jpg&imgrefurl=http://www.aldltd.co.uk/case1.asp&h=787&w=1705&sz=72&tbnid=vBlPY3K95YxlSM:&tbnh=69&tbnw=150&prev=/images%3Fq%3DFirst%2BGroup%2Blogo&zoom=1&q=First+Group+logo&hl=en&usg=__U_ChjdMy-s0ve40eQ1UIyi4a5pM=&sa=X&ei=x6PjTILuFZSC4Qb7lpWFBQ&ved=0CAgQ9QEwAA
http://novae.com/
http://novae.com/
http://www.swinton.co.uk/
http://www.swinton.co.uk/
http://www.amlin.com/aml/
http://www.amlin.com/aml/
http://www.service-policies.com/index.asp
http://www.service-policies.com/index.asp
http://www.btplc.com/index.cfm
http://www.btplc.com/index.cfm
http://www.elite-insurance.co.uk/home/
http://www.elite-insurance.co.uk/home/
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IFB services

Fraud Intelligence — 2,500+ alerts issued per annum, supporting claim

repudiations and policy cancellations

Cheatline — 500+ public reports of fraud collated/issued by IFB per month

In focus: Cheatline intelligence helped an IFB customer to repudiate
claims worth £20,406 linked to a ‘crash for cash’ incident
Police enforcement — 60+ live, IFB-assisted police Operations targeting
OCGs perpetrating insurance fraud

In focus: IFB Operations have delivered 1,100+ arrests, 400+ convictions
and 390+ years in prison for organised fraudsters since 2006
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Future strategy

Extension of IFB services — to detect/disrupt
cross-industry, systematic fraud in other product

lines (liability and property identified as priorities). — o
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Establish cross-industry intelligence sharing
infrastructure — to share suspect fraud entities in

an efficient and compliant manner.
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IFB Investigations Team

Marc Yeates — Investigations Manager, |IFB
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IFB Investigations Team

Investigations Manager

Marc Yeates

Investigations Coordinators

Nick Harper

John Davies

Al MclLaughlin

Desktop Investigators

Nicola Bennett

Jim Royle

Matthew Spray
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Proactive Intelligence Model

Closed Source

- —> |  Open Source
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\/ Insurers -

Network Scorecard [ Operations J
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Proactive Network Reports
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Reactive Intelligence Model

Source Assets

Outcomes
Insurers
Regulators Consolidated il
. ;> Insurance InteMgence
Alert
CHIS ‘ Data
Police \ 1\
3 "/ ;
Cheatline i} h)‘
REPORT INSURANCE FRAUD -\ )
CLICK TO REPORT —

REPORT INSURANCE FRAUD

0800 422 0421 <::> Intelligence

Powered by Crimestoppers

Cheatline —_— 2 TT

Database
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Operational Referrals

[ Investigation Team ]

VA N\

[ Intel Team ] [ Analysts ] [ External ]

I I I

d - Cheatline A - Level 2 - Police
- Level1l - Proactive Networks - Other Regulatory Body
DPA Insurers
- Adhoc Intel
- Intel Forum
(& J

Insurance
1 Y | Fraud
= Bureau



Statistics - Investigations

Operations by Disruption Agency

1.1
Ops by Disruption Agency
IFED 38
Regional Police Force 41 ®IFED
RGgU'&tOI’ 8 m Regional Police Force
i ; M Regulator
Civil Remedies 1 - .
. M Civil Remedies
No Police Force / Regulator 1 o Police Force / Regulator
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Statistics — Enforcement

Arrest Stats

Arrests Convictions Custodial Yrs
2015 93 123 123.50
Total 1127 427 394.67

Other Punitive Measures Totals

Suspended Sentences (Years) 139.63
Fines/Costs (£) 25,288
Community Services (Hours) 18410

Confiscation Amounts Imposed/Insurer

Compensation (£) 330,377.47
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Police Liaison

Challenges
Few police forces have fraud investigation capability
Lack of resources / Low in force priorities / Funding cut backs

Insurance fraud investigation experience

Solutions
Detailed focus & objectives
Concise, accurate reports & evidence packages

Enable the police to move quickly to enforcement stage
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Civil Remedies

Generic repudiation
Consolidated action

Tort of deceit
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Law Enforcement Case Study

Operation Dino — IFB & Gwent Police
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Operation Dino

Bethan Davies Byron Yandell 1
Partner. of Gavm Yandell, Darren Phillips
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Operation Dino
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Operation Dino

200 hours of police interviews

2,000 hours of CCTV footage viewed and scheduled

15 computers interrogated and over 5000 images scheduled
3 cameras analysed, containing over 800 images

8000 exhibits secured and reviewed

1120 statements obtained

In excess of 50,000 pages of unused material
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Operation Dino

4.5 Year Crash for Cash investigation

28 Fraudulent incidents involving 85 people
57 Vehicles involved

87 people charged

60+ years in custodial sentences

479.5 Months suspended sentences

8140 Community hours
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Nick Benham

Head of Customer Services, |IFB
T:0845 165 2908

M: 07769 702954
nick.benham@insurancefraudbureau.org
www.insurancefraudbureau.org
www.twitter.com/ThelFB

Marc Yeates

Investigations Manager, IFB
T:0845 165 2914

M: 07825 251462
marc.yeates@insurancefraudbureau.org
www.insurancefraudbureau.org
www.twitter.com/ThelFB
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Achievements

¢ 1400 suspects spoken to

e Over 100 years in sentences handed down
e £1.3 million in seizures, confiscations etc.

e Awareness raised through quarterly days of action
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Insurance Fraud Enforcement Department

e Claimed and Shamed, sends the message to a primetime audience

e Funding renewed and increased, allows IFED to develop output across all

4 P’s,

* Piloting restorative justice with Home Office funding



What do we deal with ?
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Insurance Fraud Enforcement Department

« Claims Fraud — crash for cash, credit hire, noise induced hearing loss,

public and employee liability

« Application Fraud — Ghostbroking, payment fraud, identity theft.

* Cross Cutting themes — Data theft, farming, vishing,

 People — Organised Crime Groups, Professional Enablers, Serial

Claimants
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Insurance Fraud Enforcement Department

The case for sharing

False burglary claims
Cautioned January 2012

Working with other insurers
Full scale of offending uncovered.

Multiple identities used online
22 successful claims, 43 refused
Sentenced January 2014

23 Months Imprisonment
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MWMailOnline News

The couple whose Corbyn gives top Corbyn's pals Corbyn told me he "Why do you just The making of
entire wedding was [ job to IRA pledge strike chaos: § could back Britain keep walking, Comrade Corbyn:

'Crash for cash' gang who stole details of ~ [ose e oo DS
care home residents to make £167,000 from

fictional road accidents are jailed
- The gang set up insurance policies for real cars they saw in the street
- They used stolen credit card details to pay the first insurance premium

. For direct debit they used bank account advertised for Children In Need DON'T MISS

. Made 300 bogus claims and sold them to law firms hoping to take a cut

» 'I'min love': Ellen Page

By CHRIS BROOKE FOR THE DAILY MAIL brings girlfriend
Samantha Thomas as
PUBLISHED: 00:19, 14 August 2015 | UPDATED: 04:33, 14 August 2015 her date to film premiere
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Shazad Ahmed
19 at 4:43D]

catching cases at fast rate, rolling in the fast lane,
hustle til the morning neva stop until the cash
came.

= Share

Shazad Ahmed

fuck the ILF.E.D, sit8B to the depths of hell is wer
them cowards r goin

~ Share

Shazad Ahmed

Come on let's picture the possibility,

Givin me charges, lawyers makin a grip

| told the judge | was raised wrong, and that's why |
blaze shit.
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Good Brokers
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Insurance Fraud Enforcement Department

PROTECT - strengthen the protection of individuals, communities, systems
and infrastructure against fraud.

Industry will design-in crime prevention to their technologies and processes

Sharing intelligence

Know your customer — checks and strict front end controls

Counter fraud training for staff — constantly moving criminal tactics

Report to Action Fraud and refer to IFED !



What are we seeing ?
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Insurance Fraud Enforcement Department

« Commission fraud

» Bogus Customers

« Medical invoice fraud

« Payment fraud

« Insider fraud — payment diversion, data theft, supplier fraud

- Intelligence gaps remain about online application fraud
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Insurance Fraud Enforcement Department

IFED has a broad remit and finite resources !

Must report crime to Action Fraud

Please provide the evidence in good time

We work closely with IFB to understand scope of offending

ActionFraud

""" Report Fraud & Internet Crime ""s"s

0300 123 2040

If in doubt pick up the phone




Our Tactics

Days of Action
Raise awareness — Deterrence

Debrief the criminal mind
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Insurance Fraud Enforcement Department

Shut down enablers — websites, phone numbers, bank accounts

NFIB Intelligence alerts



Any questions?
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Nick Benham

Head of Customer Services, IFB
T:0845 165 2908

M: 07769 702954
nick.benham@insurancefraudbureau.org
www.insurancefraudbureau.org
www.twitter.com/ThelFB

Head of IFED
020 7164 8181
07803 305080

oliver.little@city-of-london.pnn.police.uk

www.cityoflondon.police.uk

www. twitter.com/

Marc Yeates

Investigations Manager, |IFB

1: 0845 165 2914

M: 07825 251462
marc.yeates@insurancefraudbureau.org
www.insurancefraudbureau.org
www.twitter.com/ThelFB
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